


● Sensitive Data Classification
● Sensitive Data and U-M IT Standards
● Third Party Vendor Security Review Process

https://safecomputing.umich.edu
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https://safecomputing.umich.edu


● IT security and compliance are shared responsibilities
● IT security and compliance are never-ending journeys
● Do the right thing to the best of your ability
● Use common sense
● Think alignment, not compliance
● Ask for IA support

Incremental improvement is still improvement
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Sensitive Data must be protected to prevent theft, unauthorized access, 
compromise, and inappropriate use.

● U-M’s data classification levels are designed to help
Determine minimum security requirements

● U-M takes a risk-based approach to data protection

● Protection is driven by legal, regulatory, academic,
Financial, and operational requirements.

● Classification seeks to balance protection of the 
Confidentiality, integrity, and availability of the data,
While recognizing the need for collaboration and sharing of knowledge.
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● https://safecomputing.umich.edu/dataguide/
● Provide guidance to help make informed decisions about where to safely store and share university 

data.  It is not intended to be a complete or comprehensive catalog of services available at U-M

●
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https://safecomputing.umich.edu/dataguide/


● U-M Information Security Policy (SPG 601.27)
● UM IT Security Standards

○ 13 Requirements organized by Standards
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https://spg.umich.edu/policy/601.27
https://it.umich.edu/information-technology-policies/general-policies/#standards


● Minimum Security Requirements are available on Safe Computing
● Based on data sensitivity
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https://safecomputing.umich.edu/information-security-requirements#DS13


● Any non-UM external service provider that transmits, stores, or processes 
university data is considered a third party vendor.

● Follow the Third Party Vendor Security and Compliance Standard (DS-20)
● Additional Guidance is available on Safe Computing
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https://it.umich.edu/information-technology-policies/general-policies/DS-20
https://safecomputing.umich.edu/protect-the-u/protect-your-unit/third-party-vendor-security-compliance


1. Engage Procurement Services if possible
2. Determine Data classification (consult with IA if needed)
3. Based on data classification, the following agreements may be needed - 

a. Data Protection Agreement (DPA) or equivalent
b. FERPA Agreement
c. Third Party Security Questionnaire (UMSPSCQ/BTAA or equivalent)
d. Business Associate Agreement (BAA)
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Data 
Classification

DPA or 
equivalent 
required?

UMSPSCQ or 
equivalent 
required?

BAA 
required

IA review 
required?

Can unit 
accept risk?

LOW Yes No No No No

MODERATE Yes No No Optional No

MODERATE 
(FERPA)

Yes (FERPA 
Agreement)

No No Yes No

HIGH Yes Yes No Yes No

HIGH (HIPAA) Yes Yes Yes Yes No

RESTRICTED Yes Yes No Yes No
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Data 
Classification

DPA or 
equivalent 
required?

UMSPSCQ or 
equivalent 
required?

BAA 
required

IA review 
required?

Can unit 
accept risk?

LOW No No No No Yes

MODERATE Recommended No No Optional Yes (with 
signature)

MODERATE 
(FERPA)

Yes (FERPA 
Agreement)

No No Yes No

HIGH Yes Yes No Yes No

HIGH (HIPAA) Yes Yes Yes Yes No

RESTRICTED Yes Yes No Yes No



● Think alignment not “compliance”
○ Remember, this is a never-ending journey

● Support materials
○ Safe Computing - Minimum Security Requirements
○ Safe Computing - Protect Your Unit’s IT
○ Standards Working Sessions Presentations/Recordings
○ Standards Working Group: likely establishing a formal working group to ensure continuous 

consideration of Standards
○ IA remains happy to do unit-level presentations
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https://safecomputing.umich.edu/information-security-requirements
https://safecomputing.umich.edu/protect-the-u/protect-your-unit
https://safecomputing.umich.edu/spg-601.27/presentations


Work Item Overview Advantage

Riskonnect BTAA shared environment for vendor security and compliance 
assessments

Standardizes assessments in BTAA; creates efficiencies by 
using each others’ assessments

RECON automation Web-based tool that automatically fills in certain information Automates parts of RECON assessment based on data type

DS-20 Revision Listened to feedback based on existing vendor review practices which 
were incorporated in IT Security Standard

Will reduce vendor assessment and data protection addendum 
negotiation time

RISC team Expanded unit security services (in-unit IA support) to entire campus Expands IA in-unit presence to all school and colleges
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