Principal Investigator and Project Team
e IQ esearc h II;IroposaI ¢ Complete and Route TCP
anagemen Step-By-Step Procedure

Complete and Route Technology Control Plans (TCP)

After the Export Control Office (ECO) determines a need for and creates a Technology Control Plan (TCP) from
an existing PAF or Unfunded Agreement (UFA), all personnel with edit rights to the TCP will receive an email
notification to complete additional required information in the eResearch Proposal Management (eRPM)
system. See Technology Control Plans & Licenses for more information about TCPs.

This procedure includes instructions to Complete the TCP and Route to the Export Control Office.

Complete the TCP

Technology Control Plan Notification Email

1. Click the link in the email from the
The email displays basic TCP Export Control Office to access the
information, such as the ID, title, TCP (not shown here).

and who received the email, etc. Note: If you are not authenticated to the eRPM
system, you may need to log in using
your unigname and password.

, .
Home Workspace If you’re already logged into eRPM,
Proposal Management if & i
eResearch p g I 1. Verify that the Pl & Project Team role
e Mipies ML prsiee is selected.
Page for Paul PI 2
E 2. Click the UFAs tab.
nnouncement
1/912016: eRPM Grants.gov PAFs  suBks [VZBR InProgress  Finalized Proposals  Submitied to Sponsor  Award Received
Coancomant andshanges s W R cten 3. Click the name of the agreement in the
12/21/15: eRPM updated: this Filter by € [ 1D v Go |[ Clear |Advanced -
update includes changes to PAF . - . .
Spacooniny. Addtora 3 CI— T UFAs with Required Action list
details about the update. - Modified - - .
17- Sample TCP 101262018 Create UFA Record | Psychiatry
UFA00052 7:38 AM
Roles
1ite d 1
UFA Workspace
— The UFA will be in the state of Create UFA
Create UFA Record m Contacts  Related Records  Activity Mistory  Attachments  Change Tracking R rd
Titles eco -
Sample TCP
UFA Si H H
" 4. Click Edit UFA Worksheet.
Display UFA Summary
Contact Pl: UFA Category:
UFA Worksheet Paul P, 734-123-4567, paulpi@umich.edu Export Control Agreement
Edit UFA Worksheet n Primary Research Administrator: UFA Type:
Tina Jungman , 734-647-7716 , tidryden@umich.edu Technology Control Plan
Project Administrative Home: Central Office:
Manage Data Psychiatry, 260000 ORsP
Project Representative:
Activities
Sign UFA
Post a Comment for the Entire Project Target Execution Date: Target Execution Date Reason:
Assign Ad Hoc Reviewer
Route TCP to Export Control Office External Entities:
Name D Official Name Type Has Master Agreement
There are no items to display
Draft Documents:
Test UFA Doc(0.01) 0.01 Supporting Document 10/18/2016 3:40 PM
Last Updated: 11/9/16 10f6 http://eresearch.umich.edu
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eResearch proposal Campiots and Bouto T0P

Step-By-Step Procedure

Introduction
eResearchMi Propesal Management ot n A2 5. Edit the Project Title, if needed.
6. Click Continue.

Save | Exit | HideiShow Errors | Print | JumpTo: _ Infroduction v Continue >>

Introduction

Please select the appropriate category based on the nature of the proposed activity. For additional details refer to these expanded descriptions of unfunded aqreements
Non-Disclosure Agreement (NDA) - Select this category if the Sponsor requess confidentality during preliminary discussions prior fo sponsored activity.

Material Transfer Agreement (WTA) - Select this category to send or receive physical materials or software fo or from a Sponsor, including adding a new investigator to an existing
MTA

Data U: this category if nt s to provide (‘outgoing”) or obtain aceess to (Tncoming’) data whether the information is
accessed eledvomca\ly or provided in a tangible ormat, such as an s e et agreements are commonly titied Data Sharing, Use, License, Access or Business
Associate Agreemens.

“Other Agreements™— Select this category if t does not categories. Exampi include:

“Teaming agreements.
“Memoranda of Understanding (MoU)

“Unfunded research, consulting or collaboration agreements
“Facilty access agreements.

“Visiting researcher agreements

“Vehicle and equipment loan agreements

Gomplete all required fields to prepare a new Unfunded Agreement (UFA). Glick an underiined question to display help information (€.0., defintions, examples, links).

Required Fields
Requied questons are noted wit eitrer

 Required o Save = queston must be answered before you can save and leave e page
= question must be completed before an UFA can be routed for appro\

Project Title:* Required to Save
Sample TCP

Agreement Cateqory. * Required to Save
Export Control Agreement

Agreement Type: * Required to Save 6
Technology Control Plan

Save | i | HiShow Ercrs | Pin. | mpTo:_ nroduction

Personnel

eResearchMf Propesa! Management T—— 7. Read the instructions for adding
e pe— = personnel.

rersonncl [ 8. Click Add or Update as needed. (Refer
to 2) Enter Personnel on the UFA
Quick Reference)

1. Add personnel to the agreement by clicking "Add" and searching by unigname or last name.

Select the appiicabie role for each person on the agreement. You must list a least one "PI or Responsible Faculty Member” and one "Adminstrative Contact”
Each

Pl or Responsible Faculty Member
~Other Investigator (e.g., graduate student, post-doc, fellows, etc.)

g0 S S s o SN Notes:

Select the Contact PI or Responsible Faculty Member. This person d can route th i for processing. Their appointment
determines the Administrative Home for the agreement.
Once personnel have been added, select the appropiate Contact Pammpam and Primary Research Administrator. These two people are copied on system communications

e e Atleast one PI or Responsible Faculty
Seearer Member and one Administrative
Contact are required.

NOTE: To change the Gontact PI/Responsible Facuity Member of the Primary Research Administrator, Tollow the steps above to add a new person, save the page, and then
use the delete option that appears to remove the former person ffom that role.

. * 'Pls or Responsible Faculty Members’

E'Ma“ra:i“":‘@“"“ﬁ"e"“ Other Investigator or Participant ves }d?f‘wm"";‘e';‘ st e Srves “Other InveStigatorS or PartiCipantS”
o Cosspsmmnt | and Administrative Contacts must have
SN fyen e e a Role. Click Update to Select, if

r— needed.

® PaulPl Psychiatry Depariment
Clear

[ e “Pls or Responsible Faculty Members”

o T and “Other Investigators or
Participants” must have an

Appointment. Click Add

Appointment to select, if needed.
9. Click Continue.

Save | it | Hide/Show Errors | Print.. | JumpTo:  Personnel v Continue >>

Last Updated: 11/9/16 20f6 http://eresearch.umich.edu
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eResearch e ent

Technology Control Plan Agreement Details

Proposal Management

eResearch!

Save | Exit | Hide/Show Emors | Print.. | Jump To:  Technology Control Plan Agreement Details v

Technology Control Plan Agreement Details

“Technology” includes, but is not limited to, certain types of:
- Equipment (including systems and components)

- Software (source/object code)

+ Materials and substances

- Senvices (.g., raining, instruction)

- Data o information about an item or material

+ Funds (e.g., payments

Key Personnel includes all Personnel with the roles of "P1 or Responsible Faculty Member” or "Other Investigator or Participant

Do you have any foreign natienals on this profect (Faculty, staff, students, efe.)?*
03] Yes

@ No

© Unsure

Clear

Please list every Country of Citizenship, or Permanent Residency, for all Key Personnel (Type USA for United States): *

Edit: UFA -

17-UFAD0052 1 0 .

Gontinue >>

Name Eirly  GED [Edit UFA_Personnel
Paul PI Pl or Responsible Faculty Member
Upcate | Amy Frankiin Other Investigator or Participant | Name: Amy Frankin
>

Country of Citizenship or Permanent Residency
Project Administrative Home: *

Psychiatry Department

=] 15

Country
Agreement Start Date: [ |E8 There are no items fo display
Agreement End Date: |:| [::]

Agreement Period

17

Is this areement related to an existing sponsored project? *
Oves ®No  Clear
Is this aqreement related to another unfunded agreement? ~
Oves @No  Clear
r External Entites
UFAExtemalEnty  Role ID Official Name  Extemal Enfity ~ NotFound  Submit Request to Sponsored Programs Notes
There are no ftems to display
External Entity Contacts:
Name Emai Street Address Telephone Fax
There are no ftems to display
UFA Documents:
Document Version Last Modified Document Type Document Type 1 7
Save | Exit | Hide/Show Emors | Print. | JumpTo:  Technology Control Plan Agreement Details v-

Last Updated: 11/9/16 30f6
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16.

Principal Investigator and Project Team
Complete and Route TCP
Step-By-Step Procedure

Select the applicable radio button
regarding foreign nationals.

Click Update to select Country of
Citizenship, or Permanent
Residency, for all Key Personnel.

Enter or Add the Country, and click
OK.

Click Select to choose the Project
Administrative Home department.

Enter the Agreement Start Date, End
Date and Period, if needed.

. Verify or answer the *required

questions. Is this agreement related to

¢ an existing sponsored
project?

e another unfunded
agreement?

If you selected “Yes”, then enter the
related PAF or UFA ID.

Review and update the remaining
information, as needed.

. Click Continue.

http://eresearch.umich.edu
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Proposal
Management

eResearch

Project and Controlled Materials

eResearChM Proposal Management it UrA = 17-UFAOO0ED

Save | Ext | Hide/Show Errors | Print.. | Jump To;  Project & Controlled Materials v Continue >>

Describe Project and Controlled Materials

Provide a brief overview of the project.* n

Description of each export controlled item (e.g. equipment, materials, technology, information, or services) thatwill be used or generated in the research, including, for example

4

tems from sponsor: the spansor is responsible for identifying any item it sends as export controlled and providing the export control classification

4

tems purchased from a vendor: the vendor is responsible for indentifying any time you purchase as export controlled and provide the export control classification.

4

terns you create as a result of the research (deliverables), the P, with help ofthe Export Control Office, will be responsible for classifying any export controlled deliverables.

Can
N

Export Control Classification:
What is the Controlling Regulation (selectall that apply)?

EAR  ECCN (eg. 50002 [
AR
OFAC
NRC
DOE
Other

Save | Ext | HidelShow Erors | Print. | Jump To: _Project & Controlled Materials v

Continue >>

Security Measures

Proposal Management

eResearch

Edit: UFA - 17-UFAOD052

Save | Ext | Hide/Show Ext

Print... | JumpTo:  Security Meas

Security Measures.
For each Export Controlled item described, provide the following information:
Does yaur lab, or department have an approved IT and/or Export Control Security Plan in place?”

Yes
No
Clear

Receipt and Transmission Security

Receipt flom third party, e.g., sponsor, vendor, etc.
Describe where/irom whom you wil det these items. how they will be del

physically (¢.0. mail. hand delivery, eourier) - and what seurity measures will be
used

Receipt Protocals are Not Applicable

Transmission/TransportShipment by research team

Ifyou ransmit electronic export cantrolled items or transportship physical EG ftems (within or out of U-M), describe wherefto whom you will transmit these items, how they will be
{ransmitted - electronieally, physically (e.g., mail, hand delivery, courier) - and what security measures wil be used.

Transmission Protocols are Not Applicable

Physical Security

Identify physical location(s) (e 9., building name and raom # or lab) that will be used to access, Use, share, andior store each export controlled itam and any computeriT systems
used for that purpose.
Location(s):
2da
Bldg DeptID
There are na items to display

Room DeptName Physical Security Gomments

Last Updated: 11/9/16 40f6
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Complete and Route TCP
Step-By-Step Procedure

18.
19.

Enter a brief overview of the project.

Enter a description of each export
controlled item that will be used.

20. Check the boxes for all Controlling
Regulations that apply and enter any

additional details, if known.

21. Click Continue.

22. Select the Yes or No radio button
regarding a Security Plan.

23. If you selected “Yes”, click Add to
upload or Update the IT and/or Export
Control Security Plan.

Please upload the IT and/or Export Control Security Plan: *
Add

Document

Upaate | testSUpported(0.01

Version  Last Modified
0.01 10/19/2016 10:17 AM

Type

Supporting Dacument Delete

24. Answer the Receipt and
Transmission Security questions;
enter text or check the box if Not
Applicable.

25. Click Add to select physical locations
used.

26. Select and enter the Room Detail
information.

27. Click OK or OK and Add Another for

additional locations.

[Add PRPSL_Room Detail
Select,

Requested Roam/Bldg:

Room Details:

Override DeptiD, if above deptis incorrect

* Describe how this location will be physically secured fram aceess by unauthorized persons,

e, locks, key restrictions, access monitoring, et
//

Required oK OK and Add Another Gancel

http://eresearch.umich.edu
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Step-By-Step Procedure

Security Measures, continued

g 28. Click Select to specify the IT
Specify the IT Manager responsible for assisting you in developing and maintaining electronic safeguards
Manager.

Ifyou cannt find your desired IT Manager in the searc e click this Create New User bution and follow the steps to add himer to the searchable list
Create Hew User

17 Securty Note: If you cannot find your desired IT

Describe the information technology (IT) security measures that will be used to prevent access to electronic_export controlled information and to the

computers and IT systems on which that info is accessed_used_ shared_and/or stored Manage r’ Cl iCk C reate N ew U ser.

—

- 29. Answer the remaining questions for
» IT Security
!u\,t-;s”v;»gdbs;;s;"ujsmg any export controlled information with others here at U-M or outside of U-M, describe how you will ensure conversations are heard only by ° Conve rsati on Secu rity
¢ Marking of Export Controlled
Materials*

IT Security is Not Applicable (i.e., no export eontrolled electronic information)

Conversation Security is Not Applicable (no discussions will accur or are possible, e.0.

export controlled information s execuable code) . .
e« Disp g of export
Marking of Export Conrolled Naterils ISposing ot expo
fyou receive export controlled ifems fom a tird part, e., SPONSOr OF vendor, that third party must mark it as export controlled and you must maintain those markings. fyou t I I d 't *
eceive materials flom a ard part that you believe are export controled bt are unmarked, coniacttne sender controlled items
If vou generate or send export controled items. you must mark them Describe the content and placement of markings you will use on export controlled

items both electronic information and physical ffems

30. Select Yes or No if International
) Travel will be associated with the
Disposing of export controlled items. proj e Ct.

Once you are done using the export control items for this project, you will need to dispsoe of those tems in an appropriate manner, ie., retum to the original owner, destroy using
approved protocols, use them up, or Ship them out, e.9., incarporate it nto the research product,

D'eDs:En‘be‘\our plan for securely disposing of each export controlled item described above [Project/EC Materials Description] upon completion or termination of the 3 1 i If you Selected “Yes” , CI ick Ad d to
k enter information.

Irsernaonal Tavel 32. Enter the trip information for each trip.
Researchers who travel internationally must (1) register with the U-M Travel Registry, and (2) contact the Export Control Ofice cor @umich.edu or (734) 615-0672) in
advance of your trip to make sure that you do not need an export license for any hardware, software, data and other equipment:

T SRR 0T 33. Click OK or OK and Add Another for
e 30 additional trips.

[Add UFA_TCP_TRIP
Save | Exit | | Print... | Jump To: v Continue >> Destination Country:
r Add
Country
There are no ftems to display
Start Date
iz
‘ End Date
iz
Key Personnel Traveleris)
| Aadd
Name Role
k There are no items to display
Purpose of Trip
4
* Required oK OK and Add Another Cancsl |

34. Click Continue.
End of UFA Worksheet

eResearchMf Propesal Management ot U7 uroooe2 35. Click Finish.

Save | Exit | Hide/Show Errors | Print... | Jump To:  End of UFA Worksheet . Finish

End of UFA Worksheet
Next Steps:
+ Priorto execution of the agreement the Cantact Pl mustsign the UFAIConflictof Interest Statement

« The Gontact Pl or Primary Research Administrator runs the Project Team Route UFA activity

35

Save | Exit | Hide/Show Errors | Print... | Jump To:  End of UFA Worksheet v Finish

Last Updated: 11/9/16 50f6 http://eresearch.umich.edu
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Route to Export Control Office (ECO)

Upon completion, only the Pl or Primary Research Administrator can submit the TCP to the ECO using the
Route to Export Control Office activity. After completing this activity:

e The routing is recorded in the Recent Activity list on the UFA Workspace.

e The state changes to Export Control Office Review.

UFA Workspace
eResearch¥f Propos?! Management Paut 11y orel i Lo 1. Click Route TCP to Export Control
= v muEs @ Office from the Activities menu of the
Foider for Paul PI = Sample TCP

Current State

UFA Workspace.

Create UFA Record m Contacts | Related Records | Actvty History  Atiachments  Ghange Tracking

Title: UFA #
Sample TCP 17-UFADDDE2
UFA Summary

Display UFA Summary

Contact Pi: UFA Category:

UFA Worksheet Paul Pl 734-123-4567. paulpi@umich.edu Export Control Agreement
Edit UFA Worksheet Primary Research Administrator: UFA Type:

Tina Jungman , 734647-7716 , tidryden@umichedu  Technology Control Plan

T . Project Administrative Home: Central Office:

anage b Psychialry Deariment , 260000 GRSP
Project Representative:
Activities :

Sign UFA
Post a Comment for the Enre Project Tardet Execution Date: Target Execution Date Reason:
Assign Ad Hoc Reviewer
Route TCP to Export Control Office: External Entities:

Name D Official Name. Type
There are no items to display

Has Master Agreement

Draft Documents:
Document Version
Test UFA Doc(0.01) 001

Type Last Modified
‘Supporting Document 1011812016 3:40 PM

Recent Activity

No data to display.

Route TCP to Export Control Office Window

Route TCP to Export Control Office 2. Click OK.
Sample TCP ( 17-UFA00052 ) Note: Error checking will run to look for any

. . errors or missing required fields. If any
Click OK to route this TCP to the Export Control Office. . .
Click CANCEL to cancel this activity and close this window. errors are found, you can click the link to

jump to the section that needs to be
corrected.

Last Updated: 11/9/16 60of6 http://eresearch.umich.edu
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